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12.5 Upgrade: Removal of Credit Card Data

Upgrading to MicroBiz 12.5

It is strongly encouraged that you update your systems
by installing 12.5. However, you will need to know that
when installing Version 12.5, you will receive a prompt
that will warn you of the recent change in the handling of
credit card data by MicroBiz.

STORED CREDIT CARD DATA WILL BE REMOVED
BY MICROBIZ!!!

Payrment Card [ndustry Data Security Standard [PCl DS5] compliance
requires stingent handling of all credit card data. The Cak Commerce
#-Charge credit/debit card processing software haz been certified ag
a PCI DSS compliant application. Fedundant data stored in MicroBiz
reduces your zecunty and increases your chances that credit card
accaunt information will fall into the wrang hands. Thiz wersion

of MicroBiz includes a security upgrade that causes no credit card
account data to be zaved within the MicroBiz application.

Any credit card account data needed should be retrieved from the
#-Charge software. Proceszing a return or void fram wathin MicroBiz
iz ztill pozzible but will now require re-zcanning or manually

entering the credit card data uzed in the original zales ranzaction.

Thiz security update iz required before upgrading and will remowe any
credit card data stored in your MicroBiz sygtem,

Do pou want bo proceed?

kK Cancel

As evidenced by the message that is displayed during
installation, your credit card data will be deleted from your

customer database and you will also no longer be able to

save credit card data in the future. The reason for this is
that MicroBiz must comply with new Payment Card
Security Standards. The Payment Card Industry now
requires significantly increased security for credit card

information. MicroBiz is designed around ease of use for

our customers. Rather than dramatically changing the
way our program works and complicating its use, we
have moved the credit card number storage to X-Charge
(or your current credit card processing program). We do
apologize for any inconvenience, but when it comes to
complying with constantly changing standards as well as
protecting customers and the companies they do
business with, security is our number one priority!

For more information about the Payment Card Data
Security Standard, please visit their website:
https://www.pcisecuritystandards.org

X-Charge Credit Card Data

In the case of an emergency, the viewing of credit
card data within X-Charge is possible. X-Charge
offers enhanced security for this very reason. If you
wish to view the credit card data for past
transactions, you will need to open up X-Charge.
Click on the “Reports” button and select your date
range. Lastly, click on the “Load” button
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For security reasons, the credit card number will be
masked and you cannot view the number in its
entirety. This, however, can be bypassed and should
only be done for emergency purposes. For
instructions to do so, please call X-Charge Support at
(800) 338-6614.

*** If you would like to purchase the X-Charge
software, please call Sales at (800) 937-2289. ***

Thank You For Your Understanding!

We understand the possibility of frustration because
of this recent change. We strongly encourage our
customers to read the release notes and installation
instructions found on the CD prior to installing
Version 12.5. This will reduce the possibility of
miscommunication and give our users a good
understanding of what to expect in this new version.
Having a tech or another associate run your upgrade
for you can also contribute to the confusion of not
being aware of recent changes. MicroBiz 12.5
release notes can be found at the following link:
http://www.microbiz.com/services/pdf/ReleaseNotesVer.1

2.5.pdf.
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